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ÅWindows Firewall
Å buffer overrun protection
Å data encryption
ÅUser Access Control (UAC)
ÅWindows Defender
Å Internet Explorer
Å parental controls
Å data redirection
Å additional security on 64-bit computers
Å restrictions on removable drives



ÅMore functionality than the original Windows 
Firewall

ÅNew features include:

Åfilter incoming and outgoing traffic

ÅMicrosoft Management Control (MMC) snap-in for GUI 
configuration

Åfirewall filtering 

ÅIPSec



Å Protection settings integrated
ÅMore customization available
Å Exceptions can be configured for:
ÅActive Directory directory service accounts and groups
Åsource and destination IP addresses
ÅIP protocol number
Åsource and destination TCP and UDP ports
Åall or multiple TCP or UDP ports
Åspecific types of interfaces
ÅICMP (IPv4 and IPv6) traffic by type and code
Åservices



ÅBuffer overflow still one of the largest problems 
with programs.
Å�/ We have known about this for years �/

ÅWindows Vista could be the best piece of 
software ever written
Å�†�‘�•�ï�–���“�—�‘�–�‡���•�‡���‘�•���–�Š�ƒ�–

Å the problem is the amount of code that runs on 
top of it that is not that well written and contains 
numerous buffer overflows


