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Vindows Vista:
Security Features

Windows Firewall

A buffer overrun protection

A data encryption

A User Access Control (UAC)

A Windows Defender

A Internet Explorer

A parental controls

A data redirection

A additional security on 6bit computers
A restrictions on removable drives




ndows Vista:
iIndows Firewall

More functionality than the original Windows
SENEU

A New features include:
Afilter incoming and outgoing traffic

A Microsoft Management Control (MMC) sndp for GUI
configuration

A firewall filtering
A IPSec



Indows Vista:
Windows Firewall

Protection settings integrated
A More customization available

A EXceptions can be configured for:
A Active Directory directory service accounts and groups
A source and destination IP addresses
A 1P protocol number
A source and destination TCP and UDP ports
A all or multiple TCP or UDP ports
A specific types of interfaces
A ICMP (IPv4 and IPv6) traffic by type and code
A services




Windows Vista:

Address Space Layout
Randomization (ASLR)

A Buffer overflow still one of the largest problems
with programs.

A | We have known about this for years

A Windows Vista could be the best piece of
software ever written
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A the problem is the amount of code that runs on

top of it that is not that well written and contains
numerous buffer overflows




